The DPDP Act Is Here. Your Role as a

Trusted Advisor Just Evolved.

A Chartered Accountant’s Guide to Navigating the New Data
Privacy Landscape, Managing Al Risks, and Creating Value
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From Compliance Obligation to Strategic Opportunity

India’s Digital Personal Data Protection (DPDP) Act of 2023 is more than a new law; it's a paradigm shift. For Chartered
Accountants, it introduces new fiduciary responsibilities, changes how client data must be handled, and creates
significant risks, especially with the adoption of Al tools. This guide is structured to transform understanding into action.
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Pillar 1: Understanding
the Law. The core
principles, key

players, and timeline of
the DPDP Act.

Pillar 2: Your Role as a
CA. Defining your new
legal standing as a ‘Data
Fiduciary' and the
responsibilities that
come with it.

Pillar 3: The Al &
Technology Risk.
Unpacking the specific
compliance dangers of
using Al and cloud tools
with personal data.
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Pillar 4: A Blueprint for
Compliance. A
practical, step-by-step
roadmap for your firm.
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[ﬂ Pillar 1: Understanding the Law

Security is Not Privacy. Protection is Both.

Security Protection

Safeguarding data from
unauthorized access. The
focus is on Confidentiality,
Integrity, and

Availability (CIA).

Privacy The umbrella term used in

How personal information the Act. It encompasses
is collected, used, and  Privacy both robust security
stored with permission. — measures and principled

( \ privacy practices.
Example: You have secure CRM _ ))\
data, but use it to call customers | I I

about their movie preferences

without consent. The data is |
secure, but its use violates
: privacy. | | |

Prot:

Security

5

Example: Protecting a
proprietary trade secret like
the Coke formula. It's about
keeping it locked down.

For CAs: The Bottom Line

Your firm might have excellent cybersecurity (Security), but the DPDP Act now mandates you prove you are
collecting and using client personal data for specific, consented purposes (Privacy).
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The Journey to India’s Landmark Privacy Law

2017 R

The Puttaswamy Judgment: The Supreme
Court recognizes privacy as a fundamental
right under Article 21, creating the need for a
dedicated law.

August 2023

The DPDP Act is Passed: The Act officially
becomes law, repealing Section 43A of the IT Act

November 13, 2026 47>

(12 Months): Powers of “Consent Managers”
come into effect

N4
=3 2018-2022

The Draft Bills: Multiple iterations are proposed,
culminating in the 2022 draft that introduces the
critical word "Digital,” narrowing the scope to
personal data in a digitized form.

November 13, 2025

Notification of Rules: Key definitions and the
powers of the Data Protection Board are notified.

.-II --——".-d- .'\-l..'\-'\-..‘-l:l"-l
.'I"."j ay 3 RPAS VY

(18 I';Innths): The full Act becomes applicable to
all entities. This is the final compliance deadline.
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Understanding the Three Key Players in the Data Ecosystem.

O ATn/
- oIS (@

Data Principal Data Fiduciary Data Processor
The individual to whom the Provides The entity that determines the Instructs The entity that processes
personal data relates. Data & Consent 'means and purpose' of Processing personal data on behalf of the
»| processing personal data. This > Fiduciary.
Example: Your client, your is the most critical role. >
employees, or you when using Example: A cloud service
an Al application. Example: Your CA firm when provider (AWS, Azure) hosting
collecting client information for sn};?:r;f;ﬂgfgi Eﬂ?ﬁfﬁﬂ? ?:';U
tax filing or an audit. use to convert a client's PDF

bank statement.

= — E—

For CAs: The Bottom Line

In most client engagements, your firm is the Data Fiduciary. This means you are directly responsible and accountable for
compliance, regardless of any agreements with third-party processors. This responsibility cannot be delegated.
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Pillar 2: Your Role as a CA

The Weight of Fiduciary Responsibility

)
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[/ Legal M

~ Client ~
Fﬂmp“ancgﬂ ..

Trust
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‘By Visiting this Site, You Agree’ is Dead. Consent Must Be Explicit.

The DPDP Act requires consent to be a clear, affirmative action. Old methods of bundling consent into broad terms and

conditions are no longer compliant.

The Pillars of Valid Consent

Qe ¥
N @)L %

Free & Specific Informed & Unambiguous Clear Affirmative Action
Consent must be for a The Data Principal must Requires a specific action,
single, clearly stated understand what they are like ticking a box. Pre-ticked
purpose. No bundling. consenting to. boxes are not valid.

For CAs: The Bottom Line

Your engagement letter is your primary tool for obtaining explicit consent. It must now clearly state:

1. What personal data you are collecting.
2. The specific purpose (e.g., ‘for filing Income Taxs Return for AY 202X-2Y").

3. How clients can exercise their rights or withdraw consent.

%

&

Easily Withdrawn

The process to withdraw
consent must be as easy as
the process to give it (e.g., a

simple toggle switch).
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Your Clients Have
New Rights.

Your Firm Has
New Obligations.

As a Data Fiduciary, you are
obligated to facilitate the
rights of your clients (the
Data Principals).

.
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Right to Access Information: The right to get a
summary of the personal data being processed and
who it has been shared with.

Right to Correction & Erasure: The right to correct
inaccurate data and have data erased (subject to legal
retention requirements).

Right to Grievance Redressal: The right to have
complaints addressed by the Fiduciary.

Right to Withdraw Consent: The ability to pull
consent at any time.

Right to Complain to the Board: The right to escalate
issues to the Data Protection Board of India.

Right to Nominate (L { ): The right to
nominate another person to exercise these rights in
case of death or incapacity.
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Pillar 3: The AI & Technology Risk

Your New Al Assistant Could Be Your
Biggest Compliance Liability
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Everyday Tasks, Unprecedented Risks: Two Scenarios.

Scenario 1: The ‘Helpful’ Online Converter

Action

An audit junior uploads a client's
PDF bank statement to a free
online 'PDF-to-Excel’ website to

speed up data entry.

The Breach

Bank Statement.pdf R

This constitutes sharing sensitive

personal and financial data with an &
unauthorized, unvetted Data Processor,

The website's privacy policy is unknown,

and the data could be stored or used ?
indefinitely. Under DPDP, this is a ®
reportable data breach.

For CAs: The Bottom Line

If any personal information is involved, you are responsible for the entire processing chain. Using a non-compliant third-party tool makes
your firm liable for the breach. The penalty for failing to implement reasonable security safeguards can be up to ¥250 crores.

Scenario 2: Drafting Findings with Generative Al

Action y

A CA pastes excerpts from a client
interview containing personal

details into ChatGPT to help draft a

rEiJDI"II summary. i -
Client Interview
The Breach Notes

As per OpenAl's own privacy policy,
user prompts and inputs are collected
as "User Content” and used to

“improve and develop their services."
The confidential client data is now part
of the Al's training data, a clear violation
of purpose limitation and consent.

o
)
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Can You Use International Cloud & Al Platforms?

The Rule on Data Localization The Critical Exception

The DPDP Act does NOT mandate that all personal data be ‘Restricted Data.’

stored in India.
The government can notify certain categories of data that cannot

Data can be transferred and processed outside India. be transferred outside India.

This is likely to include: e—
 Sensitive financial records (e.g., credit card data) = 'f@l

* Biometric data

¢ Government-issued identifiers (PAN, Aadhaar)
¢« Healthcare data "I“'

Personal Data

For CAs: The Bottom Line

Before using any global practice management software, tax tool, or Al platform, you MUST:
1.Read their privacy policy to understand how they handle data.
2. Verify where the data is hosted. If it is outside India, ensure you are not
processing any 'restricted’ client data on that platform.
3. Ensure your contract or terms of service include data protection clauses.

Restricted Data
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Pillar 4: A Blueprint for Compliance

Moving from Awareness
to Actlonable Readmess:

)
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Your 18-Month DPDP Implementation Roadmap

Phase 1: Immediate
Actions (Now - 6
Months)

DPDP-compliant?

~ Appoint a Point Person:
-’ Designate an individual

responsible for overseeing DPDP

compliance.

D Staff Sensitization: Begin basic

training for all staff on the

importance of data privacy.

/({ Map Your Data: Identify all
personal data you collect, process,
and store (clients, employees).

/| Review Vendor Contracts:
Scrutinize agreements with all
data processors (cloud providers,
software vendors). Are they

Phase 2: Mid-Term Phase 3: Ongoing
Strategy (6 - 12 Months)/.) Monitoring (12 Months
& Beyond)

D Update Privacy Policies & v " Conduct Data Protection
Notices: Draft and deploy a clear, =’ Impact Assessments (DPIA):
DPDP-compliant privacy policy. Periodically assess the privacy

risks of new processes or

D Revise Engagement Letters: technologies.

Embed explicit consent clauses

into all new and existing client ~/{ Manage Data Retention:

agreements. =’ |Implement a schedule to
securely delete personal data
D Implement Security that is no longer needed for its
=) Safeguards: Ensure technical original purpose or required by
measures like encryption and other laws (e.g., Income Tax Act).

access controls are in place.

D Establish a Breach Response /{ Continuous Training: Make data
Plan: Define steps to take in the privacy a regular part of staff

N event of a data breach. N training and firm culture.
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In the Digital Economy, Trust is
the Ultimate Asset.

The DPDP Act redefines the boundaries of professional responsibility. By embracing the role of a Data
Fiduciary, Chartered Accountants can move beyond mere compliance. You can solidify your position as
the most trusted advisors in an economy where the ethical and secure management of data is para-
mount. This is not just a new regulation; it is the new foundation of client trust.
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